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Background 
 
A Manufacturing Execution System (MES) serves as the all-important link between the real-
time event-driven plant systems and higher level business functions. It can therefore be 
viewed as an information system that bridges a vital gap between the plant operational 
environment and the management of the business. In doing so, it is the vital system for 
operational management and continuous improvement. 

 

MES systems are not the same as typical “transaction-based” business systems, and neither 
are they the same as real-time control systems. This whitepaper describes the unique 
software architecture of a best-practice MES system, Ampla. A system whose reach covers 
the plant-floor to the board-room in some of the world’s largest and most successful mining, 
minerals processing and manufacturing companies. 

 

About Citect  

Citect is a leading, global provider of industrial automation, real-time intelligence, building 
automation, next generation manufacturing execution systems (MES) and on-demand 
benchmarking applications. Leveraging open technologies, CitectHMI/SCADA, Ampla, Nexa 
and Meta connect to multiple plant and business systems. Its products are complemented by 
Professional Services, Global Customer Support and Educational Services. Citect solutions 
are installed in over 80 countries and implemented in numerous industries: mining, metals, 
food and beverage, manufacturing, facilities, water, gas pipelines, power distribution and 
pharmaceuticals. Headquartered in Sydney Australia, Citect has representation in Oceania, 
Southeast Asia, China and Japan, North and South America, Europe, Africa and the Middle 
East. 

 

Contact 

Jeremy Bolton 

Global Sales Director, Ampla 

Citect 

Phone: +61 2 9496 7300 

 

ampla@citect.com  

www.citect.com 
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MES Software Architecture 

Introduction to MES Software 
Manufacturing Execution Systems (MES) occupy a very interesting technical space. In 
attempting to connect the plant floor to the executive levels of the organization, they live in a 
space that intersects low-level control automation systems with high-level Enterprise 
Resource Planning (ERP) software.  

This positioning poses some unique challenges for 
MES software. On the one hand you need to satisfy the 
stringent requirements of a real-time control system; 
while on the other hand, you need a good level of 
support for some complex business intelligence 
functionality and ERP integration. 

This duality often imposes some mutually exclusive 
requirements: performance versus redundancy; agility 
versus reliability; ease-of-use versus richness of 
functionality. Walking this line is not easy and 
consequently, neither is choosing the right MES 
solution.  

This paper seeks to provide an overview of how Ampla addresses these requirements. 

Unique Requirements of MES Systems 
So what are some of those peculiar requirements that contribute to the complexity of MES 
systems? 

�  Real-time processing capabilities: In order to engage in MES control functions 
such as recipe and tracking, an MES system needs to provide some fully-fledged 
control software features such as 24x7 availability and online changes. Further, 
processes such as “pallet labelling” cannot be performed as batch operations – they 
need to react instantly to real-world events. 

�  Near real-time reporting: In order to be successful in a plant-floor / direct feedback 
environment, the business intelligence facilities of an MES system must provide 
accurate reporting data in near real time. 

�  High Capacity: Both the real-time processing and reporting aspects of MES 
software must support high data volumes and transaction rates. Manufacturing sites 
frequently generate millions of rows of data in MES modules such as production and 
downtime.  

�  Support of open standards: Industry bodies, standards organizations and industry 
analysts are all competing for the right definition of MES software. While it is 
important to support open standards, how do you know which one will become 
prevalent? MES software must remain sufficiently agile to adopt emerging or as yet 
unknown interoperability standards.  

�  Heterogenous data sources: MES software relies on data from a large variety of 
sources: real-time hardware devices of various flavors, historical data sources, and 
external databases. This exposes MES software to internal bloat as well as reliability 
issues. 

�  Ever-changing configurations: Support for BPI (Business Process Improvement) 
methodologies means the system must cope with an ever-changing end user. The 
ad-hoc reporting facilities must satisfy requirements that are unknown at the time of 
commissioning. 

 

Figure 1- Positioning of MES Systems 
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�  Customization: Every manufacturing site is different in terms of configuration, 
processes, and people. Your MES software needs to balance flexibility of 
implementation against configurability, quality, and performance. 

�  Security and Auditing: As MES data such as OEE increasingly appears in financial 
calculations you need to protect the integrity of this data. 

�  Future proofing and backwards compatibility: As MES standards become better 
defined, the accompanying software needs to remain agile to evolve in new 
directions. 

 

MES in your Technical Landscape 
An MES product fills an interesting space in an organization. At one boundary, it is 
positioned close to hardware assets to extract the data it needs. At the other periphery, it 
may reach as high as top-level management in the form of enterprise dashboards and 
critical data feeds. In between, it is likely to impact plant floor operators with customized 
touch-screen interfaces and plant operations managers with real-time feedback 
mechanisms. This represents a broad range of users and resources. The reach of an MES 
solution in your organization can become pervasive.  

The diverse range of users 
of an MES solution 
represents one complexity. 
Another dimension of 
complexity is the range of 
technologies that need to 
be integrated for an MES 
solution to work effectively. 
An MES system typically 
relies on data from a 
number of diverse sources: 

�  Real-time data from 
a hardware layer.  

�  Historical data from 
proprietary 
systems. 

�  Third party or 
custom developed 
systems. 

 

Each of these is typically served by a different provider – usually based on a unique 
underlying technology. 

The key point is that rolling out a successful MES solution across your organization is 
challenging. The combination of a wide audience coupled with the wide range of 
dependencies on other hardware and software systems places MES systems into the 
highest category of complexity and risk. Consider the following points:  

�  You will need to maintain a real-time server platform. 

�  Managing real-time software requires the highest level of software development skills 
and prior real-time expertise. Does you organization possess those skills? 

 
Figure 2 - The MES Topology 
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�  You will need to roll out various visualisation and analysis components to potentially 
hundreds of users.  

�  Will the security and deployment facilities stand up to your organization’s standard 
operating environment? 

�  You will need to manage critical business data. 

�  Management will quickly become dependent on the real-time metrics that MES 
systems provide and some of the data will become highly financially sensitive. Will 
you have backup, fault tolerance, disaster recovery, and emergency procedures in 
place? 

 

Ampla approaches this problem through an integrated suite of components and a unified 
solution. This differs substantially from a solution that is custom developed from a framework 
or a toolset. The basic assumption behind this approach is that the key focus of your 
organization, more than likely, is not software development. There are enough challenges 
posed by an MES solution as is, without having to worry about the underlying software. So, 
by making the Ampla offering highly configurable instead of programmable – you can focus 
on those challenges that will improve your ROI.  
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The Ampla Product Suite 

A Purpose-Built MES Solution 
One of the key strengths of the Ampla product suite is its relatively young age. It is a truly 
integrated MES (Manufacturing Execution System) product solely based on .NET 
SmartClient technology. The Ampla offering is built on a comprehensive real-time analysis 
platform based in Citect’s 20 years of real-time automation software experience. The end 
result is a purpose-built technology platform that combines the latest technologies with 
Citect’s real-time expertise. To our customers this means: 

�  One technology base 

�  One integrated solution 

�  One common theme throughout the entire suite  

Rich Functionality Out-of-the Box 
An Ampla MES solution can be commissioned on site 
without a single line of custom code. Ampla was 
designed from the ground up to be primarily a 
configurable solution. Consequently, the ROI of an 
Ampla solution can be realized much faster than a 
custom-developed system. 

The Ampla solution is based on an extensible 
framework and run-time environment. The framework 
offers a rich, real-time API that serves as the basis for 
all high-level MES functionality. The standard product 
suite comes with twelve standard modules designed to 
satisfy specific MES functionality. Disparate modules 
such as Downtime, Quality, Tracking, and Enterprise 
Integration are all built using our real-time framework 
and hosted inside a unified run-time environment. 

A User-Configurable Environment 

A key component of Ampla is its native support for 
continuous improvement methodologies, such as 
Lean or Six Sigma. Such business process 
improvement methodologies have a profound impact 
on a project. In effect, they imply that your software 
acquisition is never fully commissioned. You have to 
demand that your MES / BPR software stands up to 
continuous change in line with your evolving 
requirements.  

Ampla solves this problem by providing:  

�  A visual configuration environment that exposes most of your MES configuration to 
your own in-house staff 

�  Native support for online changes. 

Native support for online changes means you can save configuration changes and have the 
Ampla run-time environment reflect these immediately. This is a critical piece of functionality 
for software that runs in control environments, but it also reduces the total cost of ownership 
as trained power users without any specialized development expertise can safely make 
basic changes to the project. 

 

Figure 3 - The Framework Extensibility 
Model 

 
Figure 4 - Impact of BPR methodologies 
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Ampla Components 

Key Components 
The Ampla product suite is composed from four key components:  

�  The Ampla run-time environment 

�  The configuration environment (Ampla 
Studio) 

�  Visualization and analysis clients  

�  The data repository 

The Ampla run-time platform also provides the 
infrastructure for a number of secondary tools such 
as reports, custom operator clients, external 
dashboards, and notification facilities. The 
composition of these tools depends on the specific 
requirements of the project. Some projects are 
commissioned with minimal customization, while 
other customers choose to build significant infrastructure around the Ampla product suite to 
meet their particular needs. 

The Distribution and Reach of Components 
As mentioned in the introduction, the consumers of an MES system range widely throughout 
an organization. The diagram below provides an indication of the major components of the 
Ampla product suite and their relationship to the key actors of an MES system. 

 

Some of the analysis and visualization components apply to only a handful of users at 
intermittent intervals. Examples of this type of functionality are complex ad-hoc inquiries and 
root-cause analysis that are performed using the Analysis Client. At the other end of the 
spectrum, custom plant floor Operator Clients may be used by hundreds of employees in 
their day-to-day work. 

 

Figure 5 - Key Ampla Components 

 

Figure 6 - Consumers of Ampla Components 
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The Run-time Environment 
The Ampla data processing and analysis engine is a .NET process hosted as a Windows 
service. It is a multi-threaded, event-based environment conceptually based on traditional 
real-time design. 

The run-time environment serves as a host for the key services of the platform API, 
including: 

�  Data capture and transformation services 

�  Real-time event subscriptions and notifications 

�  Integrated, role-based security services 

�  Specialized MES algorithm processing 

The Ampla run-time environment is designed to operate in a 24x7 environment. A number of 
maintenance and diagnostic facilities provide an insight into the ongoing health of the 
service: 

�  The system event log reports all exceptions and warnings. 

�  The Ampla performance counters can be integrated with a health monitoring 
application to report on the ongoing health of the system. 

�  A detailed internal logging subsystem is used to diagnose any exceptional run-time 
conditions. 

�  Ampla Studio, the configuration environment, reports all errors and warnings as well 
as providing diagnostic facilities for the behaviour of individual items within the 
project hierarchy. 

 

The Configuration Environment 
Ampla is configured using a graphical configuration utility called Ampla Studio, which in look 
and feel is closely based on Microsoft’s Visual Studio development environment. This 
provides a familiar environment for most IT professionals, containing tree controls, property 
grids, and docking windows. 

Ampla Studio provides a configuration 
and control environment as well as a 
run-time diagnostic facility for 
detecting configuration changes and 
environmental issues. 

�  Add reporting points 

�  Configure MES functionality 

�  Manage users and security 

 

 

Figure 7 - Look & Feel of Ampla Studio 
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Ampla Studio is a .NET Windows Forms application that can be run locally or remotely. The 
configuration of projects is secured using integrated authentication, and the communication 
channel to the Ampla server is encrypted. 

The philosophy behind Ampla Studio is to provide a single, integrated configuration 
environment for an Ampla project. Consequently, trained power users can configure all MES 
functionality directly from Studio – starting with real-time data capture, data processing, and 
ultimately presentation. 

Each of these activities share a similar paradigm of configuring properties on items arranged 
in a hierarchical structure. This holds true whether you are configuring tag variables on an 
OPC connection or setting the conditions of a downtime reporting point. The consistency of 
the interface provides a familiar, repetitive pattern to all tasks. 

 

The Visualization and Analysis Components 
All of the remaining components in the Ampla suite are dedicated to propagating the 
information gathered by the Ampla Service to specialized groups of users: 

�  The Analysis Client provides a rich client for detailed data analysis and manipulation. 

�  Dashboards are HTML-based views of real-time process metrics. 

�  The Notification Agent provides a system tray notification facility for manufacturing 
conditions. 

�  Custom Operator Clients are Web-based interfaces targeted at a specific 
implementation. 

THE ANALYSIS CLIENT 

The primary end user visualization component in Ampla is a SmartClient application called 
the “Analysis Client.” This is a rich graphical application that provides sophisticated analytic 
capabilities. 

�  Statistical 
analysis 

�  Charting  

�  Drill-in 

�  Data Editing 

�  Reporting 

�  Monitoring 

�  Planning and 
Scheduling 

�  Document 
Management 

 

 

Figure 8 - Production Analyst screen shot 
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The Microsoft Outlook-styled user interface provides a modern and familiar look and feel to 
the product. Several other Internet browser concepts make this an easy environment for 
Windows users: 

�  A customizable Home Page. 

�  End-user definable Favorites. 

�  An Explorer-style Hierarchical Folder View of the manufacturing hierarchy. 

The Analysis Client is typically deployed to users through a URL. New versions of the 
components download automatically after a server upgrade. 

DASHBOARDS 

The gauges and charts available inside the Production Analyst are also available in stand-
alone Web-based portals. They are also packaged as SharePoint Web Parts and SAP 
iViews for direct integration into Enterprise Portals. These dashboards are used for instant 
feedback of manufacturing performance and process flow. 

THE NOTIFICATION AGENT 

The Notification Agent is a small utility that is installed into the Windows system tray for 
popup notifications of MES events. Typically, plant operations managers use the utility for 
instant notifications of downtime events in their plant. 

CUSTOM OPERATOR CLIENTS 

Some customers determine that their implementation requires a specialized user interface – 
perhaps a touch-screen interface for plant floor operations. Ampla ships with a framework for 
developing such interfaces using ASP.NET and IIS.  
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The Architecture of Ampla 

Architecture Patterns 
Ampla uses a combination of traditional three-tier patterns and real-time, event-based 
systems architecture. As Figure 9 illustrates, the system can be explained using three key 
architectural boundaries: 

�  The Core Data Processing layer 

�  The Data Interfacing (IO) layer 

�  The External Integration layer 

 

Core Data Processing layer - The core of the architecture, the 
real-time analysis and data processing layer is based on a 
traditional real-time, event-based architecture. This heavily multi-
threaded portion of the system digests large amounts of 
concurrent real-world events and either prepares this information 
for reporting or reacts with direct feedback into the control 
systems. 

Data Interfacing layer - The next layer of the architecture is the 
data interfacing portion of the system. The input of data is 
managed using a unified connector architecture that abstracts 
many types of proprietary data sources into a coherent interface. 
The output of data is implemented using a traditional three-tiered 
pattern with abstracted data layers, business objects, and distinct 
presentation layers.  

External Integration layer - The final layer of the architecture is 
the distinct components for interfacing into an enterprise. At one 
end of the system this means specialized drivers for standard 
hardware communication protocols; at the other end, specialized 
visualization components for data presentation and analysis. 

FROM DATA TO KNOWLEDGE 

A good way of understanding the Ampla architecture is to picture the flow of information from 
a hardware device to an end user. Irrespective of source, most Ampla data follows this 
lifecycle: 

1. Data is created by the following proprietary technologies: PLC hardware, third party 
software, or an industry standard communications protocol. 

2. Specialized drivers shipped with Ampla understand these data sources and extracts 
the data in real time as it becomes available. 

3. The proprietary data is transformed into standardized Ampla data samples using the 
Ampla Connector Architecture. 

4. The data samples are placed in time-aware queues called “streams”. These historical 
streams synchronize multiple data sources and inputs in an accurate chronological 
sequence. 

5. The core data processing components of Ampla apply specific MES algorithms to the 
historical streams according to the project configuration. These real-time or near real-
time algorithms derive module-specific information from the Historized Data Samples. 

 
Figure 9 - Information flow through 

Ampla 
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6. At this point, the data has been converted to MES-specific information. This 
information is dispatched to the data layer, which will use one of its specialized data 
adaptors to store the information in the Data Repository. 

7. When the information is in the Data Repository, it is available for use by the 
visualization and integration components. The time elapsed from the moment the 
data was captured by the Ampla Connectivity layer to the time that it can be 
presented on a client machine is typically well under 30 seconds. 

Let’s explore some of these key steps in more detail.  

The Connector Architecture 
The Ampla connector architecture is essentially an adapter model with a well-defined 
standard for implementing new data sources. Most data sources, irrespective of whether 
they are a hardware device or a third-party system can be broken down into three key 
components: 

�  Adapter behaviour configuration 

�  Connection information 

�  Data mapping configuration 

The connector architecture provides a consistent visual and programmatic interface for 
managing this configuration. In a highly dynamic environment, such as a manufacturing plant 
undergoing a continuous improvement program, it is important that this configuration is 
easily accessible and maintainable. In the Ampla suite, Ampla Studio provides this graphical 
interface into the four specialized data sources that come standard with the suite: the OPC, 
OPC/HDA, PI and SCADA connectors. 

 

The Run-Time Layer 

Manufacturing Execution Systems (MES) are still a 
relatively fresh concept in the market place. Not only are 
the generic requirements and standards for MES still 
evolving but the specific requirements from customer to 
customer differ substantially. 

Ampla was fundamentally designed to cope with this rapid 
rate of change. Our object-oriented code base is designed 
for extensibility. Every configuration element inside an 
Ampla project is inherited through a common object 
hierarchy. Thus, new features can be slotted into this 
framework with consistent support for run-time processing, 
configuration, and visualization.  

HISTORICAL DATA PROCESSING – ENSURING DATA INTEGRITY 

Ampla natively supports Historical Data Processing (HDP). HDP ensures your data integrity 
through sophisticated support for post-processing of delayed information. This becomes very 
important when your critical business information is subject to: 

�  Hardware sensor failures 

�  Network outages 

�  Disconnected data sources 

 

 
Figure 10 - Simplified illustration of the 

Object Hierarchy 
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HDP is natively implemented inside the Ampla platform using a concept of Historical 
Streams. This is a high-performance, platform-independent implementation of a Message 
Queuing architecture.  The sophisticated logic around the synchronization and timing of 
historical streams means that you get the best of both worlds: real-time, multi-threaded 
processing in a “current” and an “historical” context. As soon as your offline device 
reconnects, post processing will commence and the missing information will be incorporated 
into your analytical dataset in real time. 

A good implementation of Historical Processing forms a fundamental part of an MES 
architecture. The key to a flexible MES system is to have a platform that abstracts a large 
number of disparate data sources with varying physical characteristics into a consistent 
information platform for deriving higher-order MES information. 

Raw data has to be classified according to quality, tolerances, and time of capture. 
Secondly, the data samples need to be synchronized in time. For example, a downtime 
condition may well depend on a number of pieces of data from different data sources – some 
data may be sourced from proprietary hardware devices, while other data may arrive from a 
third-party software application. Each of those data sources typically operates using a 
different communication protocol, and at different granularity of time and sampling periods. A 
significant portion of the Ampla real-time platform is devoted to managing this complex task. 

 

 
Figure 11 - Illustration of a stream in operation where Result = Variable1 + Variable2 

 

The diagram above illustrates how historical streams operate in practice. There are two 
concepts to take away from this: 

�  Frame 10 illustrates how the values of discrete input streams are automatically 
extrapolated to always provide the relevant value for the reference period in question. 

�  Frame 16 illustrates how dependent streams are synchronized along a time horizon. 
This dependency hierarchy ensures that dependent children are evaluated only when 
all requisite data is available. 

 

The outcome of this infrastructure is that by the time the data samples reach the MES-
specific modules, the algorithms need only to concern themselves with the logical 
processing of a sequence of data. The real-time platform automatically extrapolates time 
periods, synchronizes missing data sources, and manages the reconnection of disconnected 
devices.  
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REAL-TIME AVAILABILITY VERSUS HISTORICAL RELIABILITY 

The Historical Streams also serve another important architectural role.  Since they are 
conceptually similar to a message queue architecture, they also act as a buffer of separation 
between the complex real-time components of the system and the reporting / batch 
processing components.  This helps reduce the tight coupling of a system and provides a 
mechanism for managing the level of processing concurrency. Both are qualities which are 
essential for the long-term health of the software and its run-time performance. 

The Data Layer 
Ampla is implemented using industry-standard 
database technologies: 

�  ANSI compliant SQL 

�  Native support for SQL Server or Oracle 

After data has been extracted from the database, it 
is managed and transported using a set of 
centralized business objects. While this implies a 
substantial investment at the data layer, it is 
essential in an MES context. A single-dimensional 
DataSet quickly reaches its limitations as each 
discrete data sample has to be correlated against 
its data quality, timestamp, and data auditing 
information. 

Just as historical stream processing abstracts and unifies disparate data sources, the 
business objects abstract and unify twelve distinct MES modules into a unified data transport 
and handling mechanism. This unified data model provides the foundation for a flexible data 
analysis and visualization layer. 

The Database Design 
The Ampla run-time environment creates and maintains two distinct databases: 

�  The Configuration database 

�  The Data Repository 

The configuration database typically resides on the Ampla 
Server, due to the fast transaction rates required between 
the run-time components and the database. The Data 
Repository on the other hand needs to handle large 
amounts of information and is thus better suited for a 
dedicated server or Storage Area Network.  

Both databases are automatically managed by the run-time 
environment. All of the functionality around creating and 
maintaining the database schemas are an integral part of 
the application.  This is a key requirement towards 
facilitating the automatic upgrade capabilities of the Ampla 
product suite. 

Ampla’s database design is unique in that it shares the paradigm of the object hierarchy. The 
schema strikes a balance between performance and flexibility. Whilst Ampla uses relational 
databases, it implements a denormalized structure that supports our polymorphic run-time 
object model directly at the database layer. There are two very important outcomes from this 
approach: 

 
Figure 12 - The Ampla Data Layer 

 
Figure 13 - Polymorphism at the source code 

and database layers 
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�  The database schema never changes at run time – your project configuration 
changes are instantaneous. 

�  Software agility is built in at the database layer. The specialized software modules 
can evolve at a rapid pace. 

 

Each MES module essentially implements its own instance of a repeating design pattern. 
Thus, database complexity is kept in check through a set of centralized and repeatable 
patterns. More importantly, a database platform designed for change means that Ampla can 
evolve to support new features with a minimum of database alterations. 

The Component Integration Infrastructure 

The communications infrastructure is 
responsible for ensuring secure and reliable 
communications between the Ampla 
Servers and the distributed components. 

The Ampla offering contains components 
that are run exclusively inside a local 
perimeter, such as Ampla Studio or the 
Ampla Production Analyst, as well as 
components which may be distributed 
outside the local network. 

Components that live in close proximity to 
the Ampla Server, typically on a high speed 
secure network, are implemented using 
secure, high performance .NET remoting 
channels. Other components, especially 
those that may be optionally executed 
across a Wide Area Network are 
implemented using HTTP Web services. 

 
Figure 14 - Component Communication Layers 
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What are the Ampla Technologies 

Industry Standard Technologies 
Through Citect’s status as a Microsoft Gold Partner, Ampla benefits from a close relationship 
with Microsoft’s technical resources. This leads to a good level of compatibility with other 
Microsoft products and ensures that Ampla’s technical direction follows accepted best 
practice. All Ampla components are built exclusively using industry-standard technologies. 
For example: 

�  Exclusively based on the Microsoft .NET platform 

�  ANSI compatible SQL support for MSSQL and Oracle 

�  SOAP Web services 

�  IIS support for custom Web extensions 

�  Windows Integrated Authentication 
 

The illustration below provides an overview of the major technologies that are used 
throughout the Ampla suite, grouped by functional area. 
 

 
Figure 15 - Ampla Technology Map 

Leveraging your Microsoft Windows Technologies 
The Ampla platform has gone through the Windows Logo certification process and follows 
Microsoft best practice for Windows integration. Some examples of the available Windows 
services include: 

�  Instrumentation with Windows Performance Counters 

�  Exception reporting through the Windows Event Log 

�  Windows Installer 3.0 conformant msi packages 

�  Integrated Security 

Ampla installs a large number of diagnostic performance counters into the system. These 
counters can be used for diagnostic as well as health monitoring purposes. You can employ 
standard WMI health monitoring applications to ensure the ongoing health of the product. 
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Technologies for Connectivity 
Ampla enables you to connect to the most popular sources for real-time data:  

�  OPC & OPC/HDA: Industry standard tag-based connectivity. 

�  OSI PI: The OSI PI Historian Adapter provides high performance bi-directional data 
transfer. 

�  CitectSCADA: High performance through Citect’s native low-level API.  

�  OLE DB: Provides access to most industry standard relational database systems. 

Ampla Studio provides a graphical interface for maintaining your real-time data sources and 
managing the mappings that generate your high-level business information. The 
configuration facilities include graphical tag browsing and real-time diagnostic capabilities. 

Technologies for Security 
Data security is a key feature of the Ampla product suite. We enforce security throughout the 
product using the combination of three key technologies: 

�  Integrated Windows security 

�  Audit tables and data confidence for your business data 

�  Secure encrypted communications 

Ampla is tightly integrated with the Microsoft Windows security model and integrated security 
is implemented using the Microsoft Authorization Manager. In a Domain Controller 
environment, all Ampla users are mapped to domain user accounts. Windows user groups 
are also supported subject to your level of complexity around your security and auditing 
requirements. 

In a workgroup environment, you also have the option of employing simple security. This is a 
mode in which Ampla creates local user accounts inside the Authorization Manager instead 
of relying on a Domain Controller. This mode is still fully encrypted and secured – it just 
doesn’t necessarily map to real Windows accounts. 

Technologies for Customization Inside Ampla 
In situations where the out-of-the-box functionality of Ampla does not adequately cover your 
specific business processes, you can customize Ampla to your particular requirements. The 
Ampla configuration can be augmented with a C# .NET extensibility model.  

All custom code is managed directly through Ampla Studio, which provides standard editing 
facilities such as syntax highlighting and error reporting. Custom C# code silently recompiles 
at run time, and slots into your project as smoothly as all other online changes. 

Further customization can be achieved through custom Web clients. Some of our clients 
implement touchscreen-driven visual interfaces for their plant-floor operators. Such 
interfaces are typically put together as ASP.NET applications that use Ampla’s Web services 
to hook into Ampla’s MES API. 

 

Technologies for Customization Outside of Ampla 
The great majority of Ampla’s functionality is exposed through Web services. While savvy C# 
programmers can write custom code to their hearts content, we prefer that customization of 
Ampla installations follows industry-standard best practice and future-proof themselves 
through a Web services layer. 
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Using Ampla’s SOAP/WSDL compliant Web services, you can: 

�  Query for data 

�  Push data into Ampla 

�  Control aspects of the project configuration 

�  Perform high-level MES functions such as splitting downtimes or gain access into 
product tracking information 

 
The Web services are fully secured with support for both the simple and integrated security 
models. 

Technologies for Enterprise Integration 
Ampla provides your standard integration options such as Web services, database 
connectors, file connectors, and an extensible object model. However, Ampla now also 
integrates natively with a number of enterprise-class technologies: 

�  Support for MES data interchange using B2MML (Business to Manufacturing Markup 
Language). 

�  Support for NetWeaver XI and SAP iViews through Ampla’s Powered by SAP 
NetWeaver certification. 

�  Visualization through custom-built Microsoft SharePoint Web Parts. 

 

Backwards Compatibility and Upgrade Technologies 
Updated versions of the Ampla software are typically released in 3-6 month intervals. New 
features and performance enhancements are constantly added to the product. To minimize 
the cost and effort associated with upgrades, the Ampla platform implements an automatic 
upgrade framework. 

Out-of-date project configurations are automatically detected and upgraded to the new 
Ampla version. Most upgrades are seamless including platform changes, database schema 
changes and XML format changes. Even custom C# code is automatically updated wherever 
possible. 

An upgrade will be more costly if there is a substantial amount of custom infrastructure 
surrounding a particular deployment. This is one of the reasons we recommend that 
customers follow the best-practice directions given by the professionals commissioning our 
software. The closer you stay within the mainstream of the product, the more we can 
guarantee a smooth upgrade path into the future. 
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Conclusion: A Purpose Built MES Architecture 
 

We have seen that a successful MES contains elements of both “real-time” and “business” 
systems. MES systems are becoming necessary to remain competitive but developing MES 
systems “in-house” is not practical for many reasons. In looking for a commercially available 
system, it is important to check that the software architecture meets the key criteria outlined 
in this whitepaper.  

Rapid ROI through Minimal Customization  
Ampla gives you a configurable and purpose-built product that can help you realize the 
benefits of an MES solution within weeks rather than years. More importantly, after 
commissioning you will be able to maintain the solution with a group of power users rather 
than a dedicated team of developers. Not to mention the benefits of drawing upon Citect’s 
more than 20 year history of leading-edge real-time systems development. 

A Configurable and Extensible MES Platform 
A platform that is custom built to deal with the specific challenges facing MES software – 
challenging real-time data environments and rapidly evolving industry standards. Out of the 
box, the software addresses many common MES functions. With additional customization, 
you can tailor the solution to support your particular competitive advantage. 

An Integrated Product Based on Standard Technologies 
A suite of components all based around a shared architecture and an open set of 
technologies. Microsoft .NET, SQL, Web services, and XML are all broadly understood 
technologies that everyone can work with: from IT administrators to DBAs, outsourcing 
companies, and decision makers. Citect’s Gold Partnership relationship with Microsoft 
ensures a high level of compliance and a technical roadmap that will follow industry best 
practice. 

Access to Rapidly Evolving Industry Best Practice 
The Ampla architecture was designed to be flexible and to facilitate the rapid evolution of the 
product in line with emerging Industry Best Practice. This underlying design philosophy has 
allowed Ampla to adopt fresh technologies such as B2MML and SAP XI with a minimum of 
effort and without compromising the existing product features.  

But much more importantly, as a Powered by SAP NetWeaver partner and a member of the 
OPC Foundation and the ISA-95 working group, Ampla is not only a consumer of emerging 
technologies, but actively involved in shaping the MES future. 

 

 


